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Abstract 
 
This paper will look at the valuation of information technology in a new light. It will look 
to incorporate information technology strategy and risk components into a final valuation that 
can be used to more accurately identify potential risks, costs, and strategic resource allocation 
to different parts of IT. The revised information technology valuation model is built upon 
several key aspects of IT and business models currently in use. The analysis, deconstruction, 
and combination of these models is the base for further analysis in the revised IT valuation 
model.   
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1. Introduction  
The range of Information Technology (IT) expands more than the single line item in the 
budget that IT is currently given. This gravely overlooks potential costs and benefits of IT by 
excluding strategic alignment issues and unrealized risk costs in the valuation calculation. Using 
a more accurate calculation for IT valuation will lead to more meaningful results for internal 
organizational use. This paper will look at current IT Valuation models; identify their 
deficiencies and propose a new amplified IT valuation model. The new model will extract key 
pieces of current information system models and use that as the base to reconstruct a more 
accurate IT valuation model that looks at IT’s contributions and potential costs to the 
organization as a whole. The value of this revised model is it allows the business side of 
organizations and IT to account for and make decisions based on previously unforeseen cost 
and benefits associated with IT. Finally, the proposed model will suggest that unrealized risk 
should be, for internal business use, looked at as an allowance account that is reevaluated and 
adjusted at regular intervals.  
The valuation of information systems without accounting for risk and organization 
strategy is severely incomplete. Traditional investment return calculations such as return on 
investment (ROI) or Internal Rate of Return (IRR) sometimes show misleading results when it 
comes to IT. Knowing how to calculate the return on information systems in an organization is a 
key element in understanding IT valuations. 
 With many different directions in which organizations, even within the same industry, 
can choose to go with their technology, there is certainly no “one size fits all” approach. This 
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presents a need for IT strategy. Moreover, it creates a situation in which organizations must use 
actionable and measureable tools to develop and carry out strategy. The IT Balanced Scorecard 
does exactly that. An IT Balanced Scorecard tries to align itself with business strategies to 
deliver both financial and nonfinancial value to the organization. 
Risk is an element of information technology that by in large has been ignored in the 
valuation of systems. Risk to IT systems come in many forms including: operational risk, 
malicious risk, and legal/ regulatory risk. If proper risk mitigation techniques are in place, while 
costly themselves, would in most cases reduce the cost of a catastrophic event happening 
within an organizations IT environment. 
The major areas of strategy and risk will be looked at through the lens of existing models 
that will then be used as a base for creating an effective new IT valuation model. Those existing 
models include: The Open System Interconnection model (OSI), the IT investment portfolio, 
Value Chain Analysis, and the IT Balanced Scorecard. Each one of these models bring a unique 
element that will be used in combination to create a more accurate and more useful IT 
valuation metric.  
2. Information Technology Valuation 
Since Information Technology within organizations compete with other capital 
investment alternatives; being able to accurately value IT is essential to the justification of the 
investment. If a once grey area of an organization becomes clearer then the organization’s 
resources can be allocated more effectively to meet their goals and needs. Overall, with a 
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better IT valuation model organizations can more rightfully justify investment or noninvestment 
in IT and allocate resources more effectively and efficiently. 
Current Information Technology Valuation  
Valuation techniques used for IT certainly differ from traditional financial measures. 
Given the unique nature of IT systems and how their potential benefits might be lagged. 
Understanding, communicating, and implementing these metrics in an organization are 
important to understanding the value of IT within that organization. First, an IT cost benefit 
analysis is one way to see IT payoff. The formula is P=[(∑(Hb-Ha) X W)]-[Ch+Cs+Ci] this says that 
an organization sums the hours before (hb) less the hours after (ha) to complete a task; then 
multiple by the average wage rate (W) that it costs to complete the task being altered by IT. On 
the cost side of the equation you sum the total hardware (Ch), software (Cs), and labor cost (Ci) 
of implementing the technology. The advantage of using a cost benefit analysis is that the data 
needed to make the calculation is typically available and the calculation is easy to accomplish 
(see below). 
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 However it may be difficult to apply this to a legacy system if the time to accomplish a task was 
not recorded or if the business activity being influenced by IT does not have a clear hours to 
complete. Another measure similar to the cost benefit analysis is the break-even point (BEP). 
The BEP is a good calculation when there is an obvious need for a system and there is little 
debate on spending the resources to implement the system. The BEP is when the cost-benefits= 
0. Looking at the formula one can tell that this says nothing about the added benefits, or 
business value, for implementing an application. Both of these calculations are very simple and 
practical ways to obtain measurements for basic IT investments1.  
More complex ways of calculating major systems included Net Present Value (NPV), Real 
Options approach, and statistical methods for trying to see how IT is contributing to business 
value. NPV is a great tool to use when looking at IT competing with other organizational 
investment opportunities. Typically in the real world settings IT will be competing for a pool of 
limited organizational resources so being able to be comparable to other investment 
opportunities is required. Real options approach, while complex, is a preferred method because 
it is able to mimic real investment patterns such as increasing, decreasing, or stopping 
investment in a certain system or IT infrastructure initiative2. While these more complex 
metrics will certainly provide a more accurate calculation the issue remains that risk and 
strategy variables are still not considered here. A commonality among all of these techniques is 
that it looks at a performance measure and dollar value costs of a system, application, or piece 
1 Devaraj, Sarv, and Rajiv Kohli. The IT Payoff: Measuring the Business Value of Information Technology 
Investments. New Jersey: FT Press, 2002. Print. 
2 Devaraj, Sarv, and Rajiv Kohli. The IT Payoff: Measuring the Business Value of Information Technology 
Investments. New Jersey: FT Press, 2002. Print. 
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of infrastructure then determines some value based on these two variables. So what is a 
performance measure for IT? The general definition of a performance measure is, “A 
quantifiable indicator used to assess how well an organization or business is achieving its 
desired objectives.3” This applied in the context of IT is a way to measure, operationally, how IT 
is improving the business. This would be like the summation of benefits in the cost benefit 
analysis stated previously. However, instead of just looking out hour differentials an 
organization could substitute these variable for any other type of performance metric such as 
accuracy or amount of rework multiplied by the value of being more accurate or reducing 
rework on a per unit basis. On the other hand the dollar value cost of the system, application or 
infrastructure is simply all of the cost associated with bringing the technology to a “live” state.  
Introduction to Revised IT Valuation 
 This section will serve as an introduction to a revised version of IT valuation that 
considers strategy and risk. This section is intended to juxtapose the revised ideas against 
traditional valuation metrics previously stated. While this section will not address the unique 
intricacies of IT strategy and IT risk, but it will provide a general framework for a more detailed 
discussion of strategy and risk later. As explained previously IT valuation currently looks 
primarily at some type of quantifiable benefit or payoff and the dollar value cost over a period. 
Cost benefit analysis, net present value, real options, and break even points all use the cost and 
returns to produce their calculation. This is okay to use but when looking at information 
technology might not be as complete when trying to value an organizations technology.  
3 http://www.businessdictionary.com/definition/performance-measure.html 
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 Risk in information technology is relevant, important, and something that is not 
accounted for in traditional IT valuations. However, as we have seen, it can cost an organization 
in real dollars if risks are realized. Since IT systems pose a potential cost to an organization it 
seems only logical that the potential costs are realized in the valuation of an organizations 
technology. When looking at strategy it is much more difficult to include in valuation because it 
is difficult to quantify. However, this should not be mistaken as it not being valuable to the 
organization as a whole. Without sound IT strategy it would be difficult for organizations to use 
their limited resources effectively in IT. These leads to IT strategy, or strategic alignment of IT to 
the business, being something that is binary with respect to implementation of a system, 
application, or infrastructure. Either the technology meets a certain strategic objective or it 
doesn’t. This binary yes or no judgment leads to a wrinkle in the traditional quantification of IT 
valuation.  
 
The figure above provides a conceptual framework for incorporating strategy and risk into an IT 
valuation metric.  In a traditional framework there would be the exclusion of the strategic 
alignment box and IT risk box so it would only be performance metrics less dollar value cost to 
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“go live”. Each of these points in the valuation process flow chart will be fleshed out in greater 
detail and given mathematical backing. 
3. Information Technology Portfolio  
The IT side of the organization must be accountable and be able to show how they 
affect different areas of the organization on the business side to demonstrate value. This is 
where the IT portfolio can be extremely valuable as it tends to mimic investment portfolios, to 
an extent, and filters out many of the required technical knowledge of IT. Having the IT 
portfolio be closely related to an investment portfolio allows the performance to be tracked 
over time and strategically adjusted. Many IT leaders have adopted the portfolio approach to 
selecting IT investments. The typical IT portfolio addresses these five areas: business 
improvement, business enabling, business opportunities, opportunity leverage, and 
infrastructure4. 
Business improvement  
These IT investments are categorized as taking an existing operation and making it more 
efficient. Usually this will look at a specific operational activity and see where technology could 
be implemented to eliminate duplicate actions or unnecessary parts of the activity. As far as the 
IT investment spectrum goes these are typically low risk with short to medium term returns, 
because of these characteristic the business side usually likes these types of IT investments and 
there is little argument. However, while these might be the easiest to agree upon in a properly 
4Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for Business 
Value.” 2007: 51-60.  
10 | P a g e  
 
                                                          
11 
 
balanced or diversified IT strategy the portfolio cannot be solely made up of projects of 
business improvement nature5.  
Business Enabling  
Business enabling investments, “extend or transform how a company does business6” 
which goes to say IT can play a central role in revenue growth. This is significant because IT can 
enable many different business units with a single technology. An example of this is databases 
that collect customer information. Customer information can be used by several different 
departments to improve customer experience, understand buying patterns, target certain 
markets, make more accurate judgments about the collectability of accounts receivable (if 
applicable). The problem with these types of investments has been that these benefits are very 
hard to isolate and calculate. Being able to appropriately allocate the costs and benefits to 
these types of investments has historically made them difficult to defend, but progressively 
there are less arguments that IT investments of this type are immensely important to most 
organizations. It seems to be more important to accurately calculate the return on these 
investments than to work on pitching this type of investment to the business side since the 
benefits have been made known. A present day example of this is big data, which is allowing 
many businesses to reassess their operations to better serve their customers going forward. 
Business Opportunities 
Business opportunity IT portfolio investments are characterized by being small scale and 
experimental in nature. As it is commonly known IT and technology in general quickly become 
5 Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for Business 
Value.” 2007: 51-60. 
6      Jerry N. Luftman. “Competing in the Information Age” 2003: 51-60. 
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outdated. Experimenting with being able to integrate tomorrow’s IT into an organizations IT 
environment is critical in maintaining a competitive advantage. Given that this type of 
investment is much like research and development by nature the organization views 
committing capital to these projects as very risky. Investments of this nature still receive 
relatively high resistance from business because of the unpredictable return7.  
Opportunity Leverage 
Opportunity leverage investment is characterized by making strategic technological 
experiments operational, scaled up, or leveraged. Taking advantage of a new technology to 
improve business operations while the technology is still in its infancy can lead to an 
organization having a competitive advantage. An example of this type of investment can been 
seen in the British Airways (BA) case study of 2001. The case study looks at British Airways 
application portfolio as of early 2001; in the experimental quadrant of BA’s applications there 
was an application called a Queuebuster which, “used an around the body keyboard, display 
unit and battery to complete spot check-ins.8”. Taking this technology to a full-scale 
implementation would be an example of opportunity leveraging of a technology that was 
underdevelopment. 
Infrastructure  
IT infrastructure investments do not have any direct impact on the business thus this 
type of investment is usually pushed off. However, having outdated hardware, middleware, and 
software running a network can lead to numerous problems for applications that directly 
7 Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for Business 
Value.” 2007: 51-60. 
8      Competing in the Information Age pg 58-59 Devaraj, Sarv, and Rajiv Kohli. The IT Payoff: Measuring the 
Business Value of Information Technology Investments. New Jersey: FT Press, 2002. Print. 
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impact the organization. Considering that studies have shown that many organizations believe 
their IT infrastructure hinders the direction in which the companies want to go there is 
obviously a need to commit capital to this area. Strategizing how and when to upgrade legacy 
infrastructure is critical to overall success. An interesting fact that came out of the Journal of 
Information Technology Management article is that most of the members of the focus group 
agreed that it is difficult to justify or find support for infrastructure investments because it is 
not viewed as strategic since the impact to business operations is only felt indirectly9. 
4. Value Chain Analysis.  
Value Chain Analysis was introduced by Michael Porter in the 1980’s10. The definition of 
the value chain is best put, “the value chain 'divides a company's activities into the 
technologically and economically distinct activities it performs to do business.' These activities 
create value, which is measured by the amount buyers are willing to pay for the resultant 
product or service.11” By 1997 the value chain was revised by Pearce and Robinson. This version 
of the value chain is split up into two categories; the direct value add and the support 
activities12. The latter model will be the focus of this section. Figure 6.1 shows this model in 
graphical form. 
9 Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for Business 
Value.” 2007: 51-60. 
Balie, Jean “Value Chain: Concept, history and approaches for socio-economic and policy analysis” csa-be.org 
November 27, 2015 Date Access: January 5, 2015  
11 Coleho, Eli “Impact of information on the value chain of an enterprise in the new economy” sajim.co.za June 
1999 Date Accessed: January 10, 2015 
12Coleho, Eli “Impact of information on the value chain of an enterprise in the new economy” sajim.co.za June 
1999 Date Accessed: January 10, 2015 
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Information Technology in the Value Chain 
So how does information technology fit into the Value Chain Analysis? Well, currently IT 
is viewed as a support activity. This is not an inaccurate view of IT, but technology does play a 
very unique role in the organization in that other support activities do not. IT can directly 
influence the productivity of direct value add activities as well as other support activities. One 
would be hard pressed to find a business process that has not in some way been affected by IT. 
Pressing one step further, what does this mean for a revised IT valuation? By understanding 
information technology’s influence throughout the value chain we can then allocate the cost 
and benefits of IT to specific business processes or categories of business processes. For 
example, take the cost of goods sold section of the income statement. It is supposed to 
represent all of the direct costs producing a good, but currently this would only include direct 
labor, direct materials, factory overhead, and freight in/ freight out13. If we know that IT is an 
integral part of most manufactures process of producing goods then it seems logical to allocate 
a portion of the IT costs to cost of goods sold rather than keeping IT in a lump sum cost in 
administrative/ selling expenses. With a revised IT costs, including the cost of risk, allocating the 
13 Bragg, Steven “How to Calculate Cost of Goods Sold” Accounting Tools April 9, 2012 Date Accessed: February 11, 
2015   
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cost of technology used in the manufacturing process would be even more accurate. This 
allocation of IT should raise the question about shared infrastructure and how those costs are 
allocated. In order to keep accuracy and fairness intact it would be best to allocate this as a 
proportional share of the entire IT environment. For example, if manufacturing IT made up 60% 
of total cost of the organizations IT environment than 60% of the cost of network infrastructure 
should be allocated to the cost of producing a good. The focus has rested much on the cost of 
goods sold example, but the model can be applied really anywhere in the value chain. Since IT 
influences both support and direct value add activities this cost allocation can be applied really 
anywhere in the organization that uses IT. One criticism of the infrastructure cost allocation 
method (which includes both dollar value and risk costs) would be that it does not allocate by 
risk, or in other words it does not allocate by the amount of data technology in that business 
process uses. While this is a valid concern, data amount does not directly correlate to the 
inherent riskiness of a data asset. For example, inventory scanning may create a massive 
amount of data far more than the technology used for organizations vendor contracts, but that 
fact of the matter is compromised vendor contracts could be far more risky and costly to the 
organization then loss of some of the data in inventory scanning. Overall, IT cost can be 
allocated in a much more useful way than they are now; currently being a lump sum expense. 
5. Information Technology Balanced Scorecard 
 The Information Technology Balanced Scorecard (IT BSC) is a method that helps the 
business and IT strategically align. Strategic alignment between IT and the business is critical to 
successful projects. If IT is not supporting the business strategy then IT resources are being 
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misallocated on projects that do not directly impact organizational goals. An IT BSC approach 
can be implemented in organizations to map and execute IT and business strategy to ensure it 
is actionable and measureable.  
IT Balanced Scorecard Specifics 
In order for strategy to contribute to valuation metrics it must be actionable. The IT 
Balanced Scorecard (BSC) does just this. Figure 1.1: 
 
shows a generic IT Balanced Scorecard in four categories. Each of the four broad categories 
(user orientation, business contribution, operational excellence, and future orientation) should 
be associated with some type of metric to measure the organizations performance in these 
areas. Establishing cause and effect relationships within the IT Balanced Scorecard is important 
to follow the strategic logic throughout the entire scorecard. An example of the cause and 
effect relationships in IT BSC within the Information Services Division (ISD) of a Canadian tri-
company financial group is, “more and better education of IT staff (future orientation) is an 
Customer 
Orientation
Corporate 
Contribution
Operational 
Excellence
Future 
Orientation
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enabler (performance driver) for a better quality of developed systems (operational excellence 
perspective) that in turn is an enabler for increased user satisfaction (user perspective) that 
eventually will lead to higher business value of IT (business contribution).14”. In figure 1.2: 
  
we can see the how the IT BSC flows through to the business BSC. Seeing that the general IT 
BSC is enabled by the IT development BSC and the IT operational BSC. 
IT Balanced Scorecard Case study 
The best way in which to observe the phenomena of the IT Balanced Scorecard is to look 
at one being implemented in an actual organization. Some key background on the company 
featured in the case study is that they had just gone through an IT merger to centralize their 
systems and reduce cost. According to the study the companies aggregate IT expenditures 
among the three separate groups where about 200 million dollars per year15. By merging it 
allowed for single system solutions that created true synergies and reduced cost. The project to 
14      Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the Business 
Objectives at a Major Canadian Financial Group.” 2-26.  
15 15      Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the 
Business Objectives at a Major Canadian Financial Group.” 2-26.  
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implement an IT Balanced Scorecard came about post-merger as a way to effectively 
implement and measure new strategy initiatives because of the new IT environment. In the 
case study the CIO of tri- Company Financial Group recognized that the IT Balanced Scorecard 
could be a relevant tool under two conditions. First, it can clearly present a business strategy to 
link too, and second it moved the new merged information services division from being a 
service (support) provider to being a strategic provider. Figure 1.3: 
 
shows how the IT department would differ as a service and strategic partner. One highlight of 
this chart is under the IT as a strategic partner we see that IT can be used for business growth. 
This goes back to the idea that IT can be used more than just cost savings but if strategized and 
implemented properly it can lead to new and innovated business practices. The new IT 
department then listed out some of their major goals or strategic objectives that they wanted 
to accomplish. At this point, mission statements for each of the four main IT BSC categories are 
developed. Once the organization’s strategic ideas were placed into their respective IT BSC 
categories the organization can then specifically map actionable objectives (figure 1.4).    
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Figure 1.4 and the mission statements relate to the aggregate Balanced Scorecard, but 
the input variables into this Balanced Scorecard can be subdivided into different IT groups that 
perform certain functions. 
For the organization in the case study there are three groups that developed their own 
scorecards to that are derivatives of the overall strategy. The groups are: operational service 
(help desk), governance service (career center), and development service (application 
development) this all feeds up to the IT balanced score card for the department16. Each of the 
individual scorecards are subject to performance metrics that are appropriate for their activity 
for example the operational scorecard could be the average resolution time to a user problem 
with the system or with the development scorecard the number of successful application tests 
16 16      Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the 
Business Objectives at a Major Canadian Financial Group.” 2-26.  
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over a period of time. How all 3 of this organizations sub groups work in aggregate with the 
overall strategy is by taking all of the subcategory metrics and rolling them up into an overall 
metric that can be placed in one of the 4 appropriate categories of the IT Balanced Scorecard. 
For example the case study wrote, “Other metrics of this unit scorecard, such as expense 
management (corporate contribution perspective), client satisfaction (customer orientation 
perspective), process maturity of incident management (operational excellence perspective) 
and staff turnover (future orientation perspective), will aggregate as part of the IT strategic 
scorecard.17” The aggregate IT Balanced Scorecard is to then be seamlessly blended into the 
business Balanced Scorecard which helps link IT and business strategies. The flow of each of 
these can be seen in figure 1.6. 
 
Bringing the cause and effect relationship into how IT contributes to the overall business for 
this case study is best said as, “building the foundation for delivery and continuous learning & 
growth (future orientation perspective) is an enabler for carrying out the roles of the IT 
17      Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the Business 
Objectives at a Major Canadian Financial Group.” 2-26.  
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division’s mission (operational excellence perspective) that is in turn an enabler for measuring 
up to business expectations (customer expectations perspective) that eventually must lead to 
ensuring effective IT governance (corporate contribution perspective).18”   
A way to assess the maturity level of an implemented IT BSC is with the IT Maturity 
Model. In this model there are five levels of maturity: level one initial, level two repeatable, 
level three defined, level four managed, level five optimized. Each level is characterized by 
certain aspects of potential maturity levels of an organizations IT BSC. At the level 1the initial 
phase the organization realizes that there is a need for IT metrics and accountability. This is a 
very basic first level and would be hard to imagine any semi developed organization with an IT 
department is not at the very least inadvertently at level 1. Moving to level two the repeatable 
phase management is aware of the IT Balanced Scorecard and has made the intent to include 
appropriate measures. At this level the IT BSC is generally defined but is not very precise. 
Moving to level three, the defined phase is characterized by the IT BSC being documented and 
communicated as well as being linked to the business strategy. Level four is the managed phase 
where the IT BSC is completely used in the strategy, operations, and planning of the 
organization. By this level there is a business scorecard in place as well as IT BSC for specific 
functions within the IT department. Finally at level five the optimize phase this is where the IT 
Balanced Scorecard is fully in step with the overall organizations strategic goals. All metrics 
gathered through the IT BSC are acted upon and attempted to be improved. The Canadian Tri-
company financial group is in-between the level two and level three phases with their IT BCS. 
18      Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the Business 
Objectives at a Major Canadian Financial Group.” 2-26.  
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The company is solidly in the level two repeatable phase but their end IT BCS had elements of 
the level three defined phase, but there were still missing elements to fully consider it at phase 
three.  
This IT BSC example shows the process of taking a combined strategic organizational and 
IT idea and walking it through the process until it becomes something that is actually 
actionable. This example shows it is not always a clean and easy process but one that takes 
time and negotiations. While difficult in most cases the benefits and value that can be extracted 
from this process can be significant. For more information about development of the IT 
Balanced Scorecard please see appendix a.  
IT Balanced Scorecard in the Revised IT Valuation Model 
 Using some type of performance metric to understand how well a system is doing and 
to identify improvements is not a new idea. However, using an IT BSC to map specific 
performance metrics to be an input into a valuation model that incorporates strategy and risk 
is. Systems, applications, and infrastructure units are deployed to meet certain objectives in the 
IT BSC. These objectives need to first be identified and then an appropriate performance 
metric(s) needs to be identified in order to then carry out the arithmetic to come to some dollar 
amount of performance. 
6. Open System Interconnection Model 
 System network architecture is developed through the Open System Interconnection 
(OSI) Model; this model is ISO standard for the IT industry in building networks. This model can 
be used to explain potential vulnerabilities and risks to an organization IT environment. For 
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example, “An e-mail for example, starts at the Application layer or the source and makes its 
way down the stack, across the wire, up the stack to the destination’s Application layer.19” 
  
Overall, this paper will examine the OSI model in two categories: hardware and software. 
Layers 1 – 3 are in the hardware category while layers 4 – 7 are software. It’s important to note 
that while the most risks are concentrated at the application layer (software) a disruption at 
any of the lower layers will compromise all the layers above it20. For more technical information 
about each layer of the OSI model please refer to appendix b.  
Hardware Risks  
 The physical, data link, and network layers in aggregate comprise the hardware 
infrastructure for an organizations network. At the physical layer there are not many malicious 
risks that should be of concern to an organization, but the operational risks are concerning. 
19      Surman, Glenn. “Understanding Security Using the OSI Model. 20 Mar. 2002: 1-20. SANS Institute InfoSec 
Reading Room. Web. December 4, 2014. http://www.sans.org/reading-
room/whitepapers/protocols/understanding-security-osi-model-377 
 
20 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
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First layer operational risk is potentially very high since a disruption in the physical network will 
ripple up the other six layers causing the network to stop functioning. The data link layer is the 
first layer where malicious risk is introduced into network infrastructure. While for most 
organizations the risk here is low because an attacker would have to be on site to execute the 
attack and extract an organization’s data. Finally looking at the risk of the network layer the 
operational risk resides in the fact that without this layer functioning an organization cannot 
communicate outside of their own network. On the malicious side of layer three risk we 
observe that this is the first point in which an attack can be performed off-site21. Overall, 
network hardware provides a host of both operational and malicious risks.   
Hardware Risk Mitigation 
 Risk mitigation controls at the hardware layer happens in several different ways. At the 
physical layer it pertains to having fail safes for many different physical components of the 
network. A good example is an organization having an uninterrupted power supply that would 
be used in the event of a loss of primary power. Looking at layer two good physical controls 
over an organization is the best type of control to prevent against malicious attacks here. 
However, there are compensating technical controls that can in place in the event that an 
organization is unable to control for who is on their premise physically. Finally, at layer three 
controls reside in testing and updating router software, which patches many malicious and 
operational risks which may occur22.  
21 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
 
22 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
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Software Risks 
 Software risks are contained within the transport, session, presentation and application 
layers (layers 4-7). The transport layer provides services for both "connection-mode" 
transmissions and for "connectionless-mode" transmissions23”. The risk at this layer primarily 
resides in outside malicious attackers’ port scanning at the network level. The session layer is 
where network authentication occurs, which means it checks to see if the users that are 
intended to have access to the organizations network in fact do so. However, if an attacker can 
gain unauthorized authentication to the network the organization can be at risk. The 
presentation layer is where organization deals with certain types of transactions, such as 
financial, which could expose the firm to legal risks. Since this is the layer at which encryption 
occurs, if a transaction is sent without the proper encryption standard, the organization sending 
it could face legal fines. Finally, the application layer is the culmination of operational, 
malicious, and legal/ regulatory risks24. While the application layer is exposed to the most risk 
failure application layer would have the same effect as a disruption at any of the other layers.  
Software Risk Mitigation 
 Controls at the software layers are expansive and complex. Many are application or 
process specific, but there are some general trends at each layer. For the transport layer 
perimeter defenses such as anti-port scanning software, which filters and detects suspicious 
23 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
 
24 Surman, Glenn. “Understanding Security Using the OSI Model. 20 Mar. 2002: 1-20. SANS Institute InfoSec 
Reading Room. Web. December 4, 2014. http://www.sans.org/reading-
room/whitepapers/protocols/understanding-security-osi-model-377  
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packets for further analysis is a great primary control. In the session layer maintaining industry 
standard password strength and conducting user information security training sessions are both 
good controls to prevent common risks at this layer25. At the presentation layer designating a 
job responsibility to someone in an organization’s IT department to be well-versed and updated 
on encryption regulation and standards for the organization’s particular industry can lead to a 
reduction in legal and regulatory risks. Finally, for the application layer many controls must be 
implemented on an individual basis for specific risks for that application26.  
7. Information Technology Strategy  
 Information Technology can no longer be thought about in isolated instances, but rather 
it must be thought of holistically as a critical piece to achieve some business objective. Business 
processes are so integrated with IT that a business strategy cannot be achieved without an IT 
strategy in place. This is why IT strategy should be looked at when valuing a system. 
Understanding the value of a system, application, or infrastructure piece in the context of 
completing an overall strategy is critical in today’s business environment. 
Information Technology Strategy Introduction 
 The following will discuss how IT strategy can add business value, the roles and 
responsibilities needed to develop and execute IT strategy, and finally how to value IT and the 
success of IT strategies. Each one of these areas will prove critical to the success of a strategy. 
One important note is that IT is still a support function and the alignment of the business and IT 
25 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
26 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
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strategies is where the real business value resides. If independently analyzed both the business 
and IT strategies, on paper, could look great but would lead to disastrous consequences in the 
operations of the business if the two parties are not in step. Overall, this section should give a 
good overview of how and why IT strategy is important to the organization.  
Information Technology Strategy and Business Value   
 Before IT strategy came to the forefront of the minds of leaders of organizations around 
the globe it was assumed that IT would just naturally follow business strategy. This is simply not 
the case. The need for IT strategy to align with business strategy has risen. IT is increasingly 
becoming more central to business operations and business success. IT strategy expands the 
way of looking at IT investment opportunities from short term cost reduction projects to long 
term business value growth projects27. Projects that only affect net income, or the bottom line, 
do not really grow the business, but when using IT for long term revenue generating, or top 
line, growth then IT contributes to overall business growth. In order to take IT from being a 
purely support actively to something that is fully integrated with business growth there needs 
to be consideration for IT at the strategic level. While the need for IT strategy has become 
apparent to many organizations the ways in which to develop effective IT strategy is still 
unclear. 
The evolution of IT strategy is best said as, “IT strategy use to be about individual 
projects. Now it is about carefully crafted programs that focus on developing specific business 
27      Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for 
Business Value.” 2007: 51-60. Journal of Information Technology Management. Web. December 1, 2014. 
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capabilities.28” which shows how IT fits into an overall strategic picture. By limiting IT strategy 
to a project- by-project basis it seems that an organization would lose the ability to use IT to 
develop new business functions, make existing business functions more efficient, and create 
synergies among existing functional groups. With sound business and IT strategy development 
opportunities like this can be realized and appropriate action can be taken to capitalize on 
these types of opportunities. 
Another key component to developing IT strategy that leads to increased business 
values is getting people with decision making authority involved. Having a proper authoritative 
structure in IT adds accountability and leadership when developing and implementing strategy, 
as well as providing top leadership personal such as a CIO to meet and align strategy with 
business leaders of the organization. This alignment needs to come out of true partnerships 
between IT and business. Since technology can be applied in almost every way imaginable it is 
important that an IT strategy balances investment opportunities wisely. The cost of “keeping 
the lights on” such as running the existing network, fixing problems with the IT environment, 
and adhering to new regulatory changes take up 30 – 70% of IT budgets29. With budgets 
already extremely tightened due to shear operating expenses of IT this makes balancing new IT 
investments even more important. Overall, there are several critical success factors for 
developing and implementing IT strategy that is in alignment with business strategy.  
28      Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for 
Business Value.” 2007: 51-60. 
29  Smith, Heather, James McKeen and Satyendra Singh. “Developing Information Technology Strategy for 
Business Value.” 2007: 51-60. 
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Strategy in the Revised IT Valuation  
Strategic alignment between IT and the business is one of the most difficult things to 
value. Strategies by nature a very long term and when trying to evaluate them in the short term 
metrics can be distorted. None the less, strategic alignment is something that is very important 
to the value of IT to the organization. First, staying in the scope of the Balanced Scorecard, both 
IT and the business strategies must be meet by implementing an application, system or 
infrastructure object. Once confirmed that the strategies are aligned, thus resources are being 
used effective (value is added to strategy), then the system, application, or infrastructure object 
must be looked at as how much progress does it make in completing the greater strategy. This 
hopefully takes a long term view of strategy and is able to shorten the view slightly as a 
percentage of completion problem. Finally, to get the value of the IT being looked at we must 
look at the projected overall value of the completed strategy being implemented multiplied by 
an appropriate discount rate.  
8. Information Technology Risk 
 The question of how can organizations understand and control for information 
technology risks is on the forefront of the minds of business leaders. With several major data 
breaches costing hundreds of millions of dollars as of late accounting for the cost of IT risk can 
no longer be ignored. First, it is crucial to understand there are 3 distinct categories of risk: 
operational, malicious, and legal/ regulatory. It is important that organizations understand, 
control for, and account for these risks in their valuations of their IT environment. A complete 
description of current IT risks that are facing organizations can be found in appendix c.  
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Information Technology Risk Analysis and Perception 
 In today’s business environment which is highly integrated with technology, IT security 
professionals must find innovative ways to control for and mitigate risk. Intel’s Chief 
Information Security Officer (CISO) Malcolm Harkins says, “But rather than saying ‘no’ to new 
initiatives, we need to figure out a way to say ‘yes’ and think creatively about how to manage 
the risk.30” This balancing act is where much value lies in finding an appropriate risk to reward 
relationship for most companies. Furthermore, different systems will expose an organization to 
different risks. For example, a system containing information for financial reporting would be 
subjected to Sarbanes Oxley Act (SOX) which would be considered a regulatory risk, but an 
inventory processing application would be more exposed to operational and malicious risks.  
  Risk, especially with information technology, involves several different parties, each 
with a unique perception of risk. This creates a subjective nature of risk. In a perfect world risk 
would be purely objective, but the reality is different stakeholders perceive risk in ways that 
works to their interests. An example of difference of perceptions is, “An employee may think 
posting personal and work-related information on a social-media site is relatively harmless. 
However, hackers might use this publicly available information in phishing e-mails to gain 
access to enterprise systems via the employee’s computer, ultimately resulting in detrimental 
security breaches31”. Here is a situation where an employee and an IT security professional 
would perceive risk differently. An IT professional perceives the risk of posting work related 
information on a social media site as risky due to the possibility of an unauthorized user 
30 Harkins, Malcolm Managing Risk and Information Security: Protect to Enable New York: Apress, 2013. Print. 
31 Harkins, Malcolm Managing Risk and Information Security: Protect to Enable New York: Apress, 2013. Print. 
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obtaining information about the organization’s system via a deceptive email that looks to 
deceive its receiver into disclosing confidential information (phishing e-mail). An employee does 
not conceive that putting something as innocent as their corporate email address and maybe a 
short description of their job duties on a social media site is posing a risk to the business; they 
might even see this as being beneficial to their personal careers. Moral hazard is an economic 
theory that explains this behavior states, “Moral hazard is a situation in which one party gets 
involved in a risky event knowing that it is protected against the risk and the other party will 
incur the cost. It arises when both the parties have incomplete information about each 
other.32” Since the employee is not fully aware of the risks they are imposing on the 
organization, the employee will likely behave differently than if they were aware of this risk. On 
the other side, IT security professionals most likely will greatly overestimate the risk an 
organization is exposed to by having their employees on social media sites. Developing and 
enforcing IT policy to control the use of organization’s information technology resources is a 
way to mitigate this common and growing risk.  
The Evolving Risk Landscape  
 Technology is rapidly changing the way we go about our personal and professional lives. 
Being able to introduce a framework for future evaluation of a changing risk landscape can be 
of tremendous value. Harkins introduces a model that has been tested and put into practice at 
Intel. The model takes threats to information systems in their environment and categorizes 
them into a product life cycle type chart33. 
32 “Definition of ‘moral hazard’” Economic Times Date Accessed January 1, 2015 
33 Harkins, Malcolm Managing Risk and Information Security: Protect to Enable New York: Apress, 2013. Print. 
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 The product life cycle format for security threats contains 5 sub categories: research, 
validated activity, proof of concept, active exploitation, and commoditization.  
 
Harkin’s Intel information security team must look to alternative sources to gain foresight into 
potential future threats, “Besides using typical sources, such as external fees and analysis, they 
mine academic research and hacker discussion forums, and they network with other security 
professional. Other team members scan the regulatory horizon to identify upcoming laws and 
regulations that may impact us34”. By using atypical sources, more unique threats that are more 
difficult to control for are identified. What is also important to note about his method is that it 
covers future regulatory risks. In a holistic view of an organizations IT environment what should 
be included is an evaluation of operational risk of certain network components or systems. This 
is likely not to be considered in the scope of a traditional information security group. 
34 Harkins, Malcolm Managing Risk and Information Security: Protect to Enable New York: Apress, 2013. Print. 
Research
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Risk in the Revised IT Valuation 
 In the revised IT valuation model operational, malicious, and legal/ regulatory are 
separated into three distinct areas. An application, system, or infrastructure would be analyzed 
for all risk categories that applied. At each level controls the organization has in place would be 
taken into consideration in calculating a final risk probability in each applicable category. A 
range of projected costs would be included and multiplied to the risk probability in each 
category to arrive at a final unrealized risk cost. Overall, looking at risk in this way provides a 
certain level of flexibility and expansiveness to cover current and future risks.  
9. Expert Interview Summary 
In an effort to help corroborate the original ideas presented in the paper I conducted 
interviews with two experts in the field of IT. Fist, Rich Perilloux, CISA is an IT audit manager at 
Crowe Horwath LLP who has had experience both in consulting and in industry. He was able to 
effectively answer questions about the strategy and risk perspectives of the paper. Based on his 
experiences he was able to give a “what was happening with these issues in the real world” 
which was extremely beneficial to bridging the gap between what the research papers say and 
what   is actually happening in IT environments of organizations. The other expert I interviewed 
for this paper was Jeff Mora who is a network administrator at Ron Simon Incorporated. He was 
able to go into great detail about the real risks that small and medium size businesses are facing 
today. The questions played to his experience and knowledge of IT operational risks, malicious 
risks, and his network infrastructure knowledge. The full transcripts for both interviews can be 
seen in appendix d.  
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Rich Perilloux, CISA: 
 This interview was looking to leverage Mr. Perilloux’s wide range of experience in IT 
departments in many different industries. Starting the interview looking at the strategy side Mr. 
Perilloux said that in general while he saw a lot of written IT strategies but said that there was 
often a strategic misalignment between the business and IT. The explanation he gave for the 
misalignment was probably one of the most interesting parts of the entire interview he said, “in 
general organization still have a tough time staying current with IT. IT is always moving and 
never static that’s why communications can’t improve”. This is interesting because it shows a 
fundamental problem in “teaching” IT to a group that’s primary objective has nothing to do 
with IT. It seems to overcome this problem there needs to be a mechanism such as the IT 
Balanced Scorecard to align the strategies of business and IT without either side having to have 
extensive knowledge about how their counterpart works. Finally, when asked about if, in the 
real world, IT strategy was really a value add he thought again that as long as it wasn’t 
developed in a vacuum it would be. 
 After looking at the strategy the interview moved into questions about IT risk which is 
currently what Mr. Perilloux consults other companies about. First, he thought that risk should 
certainly be part of the conversation at the strategy level. He also thought that when 
developing strategy risk controls must be part of the strategy developed. A final important 
point he brought up about risk is that depending on how companies in different industries use a 
system this could greatly change the risk assessment of that system. Essentially, going back to 
the Value Chain Analysis, if a system is integrated into the direct value add process it is going 
the carry more inherent risk to the business then a system used in the support activities. 
34 | P a g e  
 
35 
 
Overall, this was an excellent interview that helped corroborate and connect some of the 
overarching issues with strategy and risk in the revised IT valuation model.  
Jeff Mora:  
Jeff Mora is a network administrator at Ron Simon Incorporated (RSI) who deals with 
risk issues, the OSI model, and IT to business communication issues on a daily basis. Mr. Mora 
was able to provide a great anecdotal perspective on many of the ideas talked about in the 
paper so far. First, when asked about what layer of the OSI model he saw the most risks in at 
RSI he said that layer seven presented the most risk but was able to go into detail about 
malware delivered via 3rd party applications. This started a conversation about risk mitigation 
for 3rd party application that can be downloaded by users. The conclusion was is that IT 
departments should take advantage of the low cost third party apps, but they need to be tested 
on a dedicated test environment and vetted before it can be used in the day to day operations. 
The interview then moved into talking about IT budgets and major expense categories. Mr. 
Mora said that in general hardware, software, licensing and general maintenance expense 
consume most of their yearly budget making the residual resource for growth and expansion 
projects even more restricted. Finally, we discussed the need for operational efficiency checks/ 
performance metrics for IT systems. Mr. Mora is strongly in favor of running performance 
metrics on new and existing IT systems as a way to justify the investment to the business. 
However, he does understand the resource limitations to completing this in the real world and 
was explaining how companies without the resources to conduct some of these reviews and 
metrics internally should look to outsource some of the work. Overall, this was a great 
interview to understand the challenges faced by IT at the operational level.        
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10. Revised IT Valuation Model: Purpose and Use  
 The purpose and use for the revised IT Valuation Model is intended to be used for 
internal business purposes. Due to the forward looking non historical cost based approach of 
this model, it would be inappropriate to claim that this could be used to calculate the cost of IT 
on a company’s balance sheet. However, the value of this revised model resides in helping 
organizations more clearly understand the underlying cost and benefits to their information 
technology investments. The most appropriate way to show this is in a way similar to 
accounting for Allowance for Bad Debt with Accounts Receivable. In Accounts Receivable the 
organization must estimate a portion of accounts that will ultimately not be collected and will 
have to be written off. This concept can be applied to the revised IT valuation model when 
account for unrealized risk. IT benefits net of implementation costs (cost of hardware, software, 
implementation cost) will be reduced by potential unrealized risk cost. The risk costs would 
come from the potential malicious, operational, and legal/ regulatory risk of a system. Based on 
the probability (net of controls implemented) of a risk occurring, multiplied by the median cost 
of a system disruption an organization can arrive at an unrealized risk cost which would be 
subtracted from the system benefits net of implementation costs.  
 
 Above we can see how the presentation of Allowance for Bad Debt Expense and Risk 
Allowance are similar. The goal of separating risk out is to emphasis that this is unrealized risk, 
and it cannot be considered an expense until it is realized. The hope of any organization would 
be to never have to realize and expense the risk allowance, but if they do they will have 
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planned for it. Adjustments, just like in accounting for bad debt must be made periodically. 
Below is an example of how this example might look for an organization.  
 
In conclusion, the purpose of the model is to allow organizations to conduct more accurate 
valuation of their IT systems while simultaneously allowing them to plan for potential future 
expenses before they are actually realized.   
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Appendix a: Information Technology Balanced Scorecard 
IT Balanced Scorecard Development Tools 
   
The figure above shows a generic IT Balanced Scorecard in four categories. Each of the 
four broad categories (user orientation, business contribution, operational excellence, and 
future orientation) should be associated with some type of metric to measure the organizations 
performance in these areas. In addition to showing the four general categories it goes into 
specifics of what the organization will show specifics how the organization would be using the 
scorecard to develop strategy.  Overall, this is a good general snapshot of what a general IT 
Balanced Scorecard would look like for a typical organization that has not yet assigned specific 
actionable strategies are applied35.  
35 Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the Business 
Objectives at a Major Canadian Financial Group.” 2-26.  
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 The IT department then listed out some of their major goals or strategic objectives that 
they wanted to accomplish in a separate document. These are then used to develop the 
mission statements and perspectives of each of the four categories of the IT Balanced 
Scorecard this can be seen in the figure above. Overall, the IT department would have to put 
significant thought into creating these narratives in order to correctly support the business side 
strategy and be able to develop their actionable measures more efficiently36.  
36 Grembergen, Wilm Van, Ronald Saull and Steven De Haes. “Linking the IT Balanced Scorecard to the Business 
Objectives at a Major Canadian Financial Group.” 2-26.  
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Appendix b: Open System Interconnection Model 
Layer 1: Physical 
 The physical layer as the name suggests contains all of the physical aspects of a network. 
One common operational risk in this area is the disruption of power supply to the network. To 
help mitigate this risk IT departments should install Uninterrupted Power Supply (UPS) so in an 
event that the primary power source is disrupted the UPS will ensure all servers, workstations, 
and databases can shutdown properly in order to maintain data integrity. Another component 
of the physical layer that is widely used in organizations is the wireless Ethernet or WiFi. A 
disruption in WiFi signal can cripple the operations of business activities of a company. Since 
wireless Ethernet signals use 2.4 Giga Hertz (GHz) bands electrical equipment that run on the 
same 2.4GHz band, such as microwave ovens, can cause issues for the rest of an organizations 
network37. 
Layer 2: Data Link 
 A defining protocol of this layer is the Address Resolution Protocol. Every 
computer with a network interface card (NIC) has a unique media access control (MAC) 
address. ARP allows one computer, a source, to ask other computers for the MAC address it 
wants to communicate with. A significant risk at layer two is called ARP Cache Poisoning. ARP 
Cache Poisoning mechanically works as follows, computer A wants to communicate with 
computer B so computer A looks to see if it has the correct IP to MAC address in the ARP cache 
file. If it does not then computer A broadcast to the local area network (LAN) for it to find the 
37 Surman, Glenn. “Understanding Security Using the OSI Model. 20 Mar. 2002: 1-20. SANS Institute InfoSec 
Reading Room. Web. December 4, 2014. http://www.sans.org/reading-
room/whitepapers/protocols/understanding-security-osi-model-377 
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MAC address of computer B. However, where the risk presents itself at layer two is when a 
malicious attack looks to be the man in the middle of the MAC to IP association. If an ARP 
poisoning is performed then that will change the ARP cache to associate the wrong MAC 
address with the IP computer A is looking for. When this happens computer A will mistakenly 
send information to malicious computer C which will then redirect the information to computer 
B so neither computer A or B can notice the redirection of information occurred. This can be an 
enormous problem if an organization is sending sensitive information, as most organizations 
do, over their network.  
 Mitigating the risk of ARP poisoning, a common layer two attack, starts with the physical 
security of the organization and their network. ARP poisoning usually must occur on the same 
physical network with an article on information security saying, “ARP does not cross router 
boundaries so it is generally harder for an attacker to activate this attack from outside of your 
network (dependent on your network infrastructure).38” for organizations, such as universities 
or public government buildings, who cannot easily secure their physical premises must look to 
compensating controls. The compensating control, which is extremely viable on smaller 
networks, is to manually input static ARP cache entries on routers and switches. By doing this 
an attacker would not be able to take advantage of dynamic ARP entries to complete the data 
(packet) redirect. 
Layer 3: Network 
 Routers are devices that can send data from one logical network to another. 
Routers are devices that can understand IP addresses and make decisions based on that. So 
38 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
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layer two presents the MAC address which is a local address layer three introduces the IP 
address which is used by routers to communicate with other networks. The risks at this level 
are more pronounced and can affect more organizations because layer three attacks can be 
done offsite. Many attacks in this realm are hardware specific, but the principles of  connecting 
to an organizations port 23 router off site and being able to falsify a password is fairly constant. 
What makes this a fairly low risk is there are many software patches that have fixes common 
dummy password attempts in the past. As long as organizations are updating and patching their 
router software without having the admin password the attacker will run into several problems. 
The best control for this layer is to have the person responsible for administering the network 
at the organization spend some time to ensure software is updated and read up on new 
potential vulnerabilities. Here it is more concerning to keep up with operational risks since to 
most organizations there is a need to communicate outside of the network having operational 
and efficient routers are required39.  
Layer 4: Transport 
 The Transport layer provides services for both "connection-mode" transmissions and for 
"connectionless-mode" transmissions40”. Transport control protocol (TCP) was developed in 
1980 at the University of Southern California it allows data to be transported reliably and with 
error checking. Essential TCP was designed to get data from point A to point B and ensure it was 
in the same condition as when it left the source. Since the TCP is at layer 4 and IP was 
introduced at layer three the common notation of the TCP/IP handshake is TCP/IP.  The 
39 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20. 
40 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
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mechanics of the TCP/IP handshake works as follows: Computer A wants to talk to computer B 
using TCP first computer a sends a “can you synchronize with me?” or a SYN message to 
computer B. Then computer B replies with “I want to synchronize, also I want to Acknowledge 
your request now” this is also known as a SYN, ACK request. Finally computer A after receiving 
the SYN, ACK request will respond with an “I acknowledge that you got my request and we can 
now talk.” This is known as the ACK. SYN, (SYN, ACK), ACK is the completion of the TCP hand 
shake. An effective type of port scan is called a half open SYN a full connection does not occur 
hence the half open but the malicious computer can judge if the port is open or not by the 
second SYN,ACK part of the handshake. Since it does not complete the operating system of the 
victim’s computer does not log the scan, but the attacker can still see what ports are open on 
your network based on the response. 
Layer 5: Session  
 The session layer provides the authentication at the beginning of a TCP session. A 
common vulnerability is TCP hijacking. The end result of TCP hijacking, or breaking the 
authentication layer, is “This attack can be either against the machine to force it to crash, or 
against the network connection to force heavy packet loss.41”  Authentication to establish a 
connection to the network is the first line of defense against intruders. There are several ways 
to secure layer 5 such as Secure Socket Layer (SSL), Secure Shell (SSH), Kerberos, and IP security 
(IPSEC). Without getting into the technical details and advantages and disadvantages of each of 
the main idea is that there are several options for organizations to choose to secure the session 
layer.  
41 Surman, Glenn. “Understanding Security Using the OSI Model”. 1-20.  
45 | P a g e  
 
                                                          
46 
 
Layer 6: Presentation 
 This is the layer that ensure the data that comes from the source is able to be 
read by the recipient. A presentation layer program would break down the data to binary so it 
can travel down and back up the layers and then be reconstructed at the other end of the 
presentation layer so it can be read by the recipient. The presentation layer essentially ensures 
that the data is acceptable by both the application and session layers. A popular type of code 
that is offered at the presentation layer is Unicode. Unicode mechanics are best described as, 
““A 16-bit character set standard, designed and maintained by the non-profit consortium 
Unicode Inc. Originally Unicode was designed to be universal, unique, and uniform, i.e., the 
code was to cover all major modern written languages (universal), each character was to have 
exactly one encoding (unique), and each character was to be represented by a fixed width in 
bits (uniform).42” While there is flaws with the “/” in letting in malicious users into the parent 
directory. There has been in the past a work around with Unicode to hide the “/” character 
however that flaw has been patched. This actually shows how information technology security 
is not a onetime fix but rather a continuous effort to stay ahead of the next operational or 
malicious risk.  
Layer 7: Application  
 What makes this layer so easy to attack is mostly due to the fact that the user and 
machine interact at this layer. This introduces a fairly unpredictable user element which can 
lead to many major problems which is the focus of many of the current risk problems faced by 
organizations. It is generally a lot easier to deceive a user into installing a malicious application 
42 Internet Connection Inc. 2013. Website. December 4, 2014. http://hostingworks.com 
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that can steal data and lead to a host of other problems on the network than it is to attack a 
network at any of the levels. One of the major ways to prevent for layer seven attacks is with 
anti-virus software installed on the user workstations. This software should be centrally 
managed by a network administrator to ensure that all software is kept up to date and 
potential threats are addressed in a timely fashion. Ultimately this is a layer with high risks and 
many threats due to sensitive data that could potentially be acquired. 
Open System Interconnection Model Risk Chart 
 On the following page is a chart that shows risks at each layer divided into malicious, 
operational, and legal/regulatory risk. This chart is a good general reference to general risks 
that affect each layer.  
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Appendix c: Risk 
Major Trends in the IT Risk Landscape 
Risk area: trust 
There is some level of trust that everyone has with the technology they use, and 
technology at the enterprise level is no different. It is nearly impossible to create technical 
controls for false user trust which makes user education and policy all the more important. An 
example brought up by Harkin at Intel is with social media, “Studies have shown users trust 
social media services more than other information sources- a user is more likely to click a link if 
it appears to have been sent by a social media ‘friend’”. This attack on a user’s trust of a certain 
technology has proven to be very effective with techniques such as phishing which was briefly 
described above. It will be nearly impossible to develop technical controls to prevent users at 
an organization from being exposed to these types of attacks. The best strategy to control these 
attacks are with user education and security training such as teaching users how to identify if a 
webpage has a secure socket layer (SSL) certificate or to be conscious that users are on the 
hostname of the site they are expecting. Unfortunately users training in the past has been 
relatively ineffective, so recently member of the MIT computer science and artificial intelligence 
lab developed a browser toolbar that checks to validity of websites users are intending on 
putting their sensitive information into before it relinquishes the users’ data to any web form. If 
the site does not check out as valid compared to the tools security features then a warning 
message will appear on the users screen having to be manually dismissed before the user can 
continue to the web form. The creators of this security application reasoning behind why 
phishing attacks where so effective are, “A web site can control what it looks like in a user’s 
browser, so a site’s appearance does not reliably reflect the site’s true identity. But users tend 
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to decide site identity based on appearance, e.g., “This site looks exactly like the PayPal site 
that I have been to before. So it must be a PayPal site43”. As a result, users may be tricked into 
submitting data to phishing sites.” Here we can see the underlying issue of trust attacks that 
users become so use to the look and feel of a certain technology that if an attacker and 
recreate the front end then the user will blindly trust that the technology is the same as they 
are anticipating. 
Risk Area: Mobile  
Organizations are increasingly using mobile devices such as tablets and smartphones in 
their everyday operations. Since these devices run on different operating systems than typical 
office PC’s an entire new set of risks are introduced. There are 5 areas of mobile devices can 
introduce unique risk to an organization they are: theft and loss, mobile malware, 
eavesdropping, unauthorized access, and unlicensed and unmanaged applications44. First, when 
looking at data integrity it must be understood that mobile devices are much more susceptible 
to physical damage or to being lost than a traditional office PC or laptop computer. With that 
being said organization who are putting sensitive or important information on these devices 
need to be aware and should probably implement a cloud backup solutions so in the event of 
physical failure the essential data on the devices are not lost. Furthermore, another essential 
control over enterprise mobile devices is encryption. Much like corporation encrypt the hard 
drives on their computer it is absolutely essential that the hard drives in mobile devices are also 
encrypted in the event that they are lost or stolen. Next, mobile malware is an emerging issue 
43Wu, Min, Miller, Robert, Little, Greg “Web Wallet: Preventing Phishing Attacks by Revealing User Intentions” 
Massachusetts Institute of Technology Date Accessed January, 7 2015 
44 “Learning Guide: Mobile Device Protection” Tech Target Date Accessed January 12, 2015 
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that corporations need to be aware of just like traditional malware that can attack desktop 
computers. Looking into buying and installing mobile antivirus software is a good technical 
control that should be implemented on devices with access to an enterprise network. 
Furthermore, since carriers do not typically provided encryption of data being sent over their 
data network it is important that an organization has a virtual private network (VPN) solution so 
that data being sent over a carrier’s data network is encrypted. VPN’s typically occur at the 
layer 2 or layer 3 level depending on the specific encryption used. Next, ensuring that devices 
have proper passcodes and security features are essential to potential attackers being able to 
learn login information by looking at a mobile device. Finally, an organization can easily be 
exposed to legal risk from users who download or pirate unlicensed applications for use in the 
business. Strict policy and a centralized management system needs to be put in place to control 
for users downloading applications that could expose the greater organization to legal 
ramifications.   
Risk Area: web based attacks 
Organizations are continually leveraging the web and web applications to further 
develop their business needs. Naturally, as more content is being put onto the web it is 
becoming a more valuable target for attackers. Three major areas that are key areas of 
vulnerability is steganography, search poisoning, and SQL injections. Steganography and search 
poisoning are similar in that they are both creative ways to deliver malware. Steganography 
essentially, “is being used to hide malware and botnets on publicly used image hosting sites”. 
Search engines such as Google are trying to identify potential malicious links on the web so 
attackers try to hide malicious links in images to circumvent search engines security tactics. 
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Search poisoning is also a way to deliver malware that could be detrimental to an organizations 
IT systems. How this works is attackers will look for brief but very popular events such as 
breaking news that many people will rush to the web to gather more information on the event. 
Attackers then optimize malicious websites that appear to have information on a certain event 
to rank high on search engine results only to redirect users to malicious sites that deploy 
malware on to organizations systems. Finally, SQL, which stands for standard query language, 
injections are becoming more prevalent as more and more websites are built on backend 
databases. SQL is a database programming language that allows someone to run certain queries 
on the data to yield a result. In a post about vulnerabilities in SQL Server 2008 Microsoft said, 
“Any procedure that constructs SQL statements should be reviewed for injection vulnerabilities 
because SQL Server will execute all syntactically valid queries that it receives. Even 
parameterized data can be manipulated by a skilled and determined attacker.45” The key point 
here is that any area where a legitimate SQL statement may occur there is a threat for malicious 
injection. For example, a login page of a website can fall victim to SQL injections that divulge 
the data of the logins and passwords of the site or bypass the credentials altogether. Here it is 
clear that there is high risk of unauthorized access and even more potentially damaging loss of 
user credentials who trust your website to be secure. Overall, these trends are something 
organizations need to bear in mind. 
45 “SQL injection” Microsoft date accessed February 11, 2015 
52 | P a g e  
 
                                                          
53 
 
 
Appendix d: Expert Interview Transcripts 
Rich Perilloux, CISA 
In your experience have you seen a lot of companies with written IT STRATEGIES? 
- Yes, Organizations IT strategy should be developed based on the business strategy. 
Example, business says “we want to expand globally.” IT needs to develop technology 
strategy to support this. IT strategy not in a vacuum.  
 When it comes to the strategy level of IT and the business do you see that there is a 
disconnect, or a strategic misalignment between the two? 
- Yes, Situation like that do occur. The problem is when business wants to create a new 
service line or strategic initiative if IT is not in line IT uses resources in an inefficient way. 
This poses real costs to the business. 
Over the past 10 or 15 years do you think that there has been an improvement in 
communication between IT and the Business side, and if yes has this lead to an increase in 
value of IT to the business.  
- Communication has gotten better in some in some instances and some neutral. The 
business understand more about the nuances of IT and understands that there are 
certain scope restrictions. Neutral because in general organization still have a tough 
time staying current with IT. IT is always moving and never static that’s why 
communications can’t improve.  
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In general, do you think, in the real world, that IT strategy is a value add, neutral, or costly to an 
organization?   
 - I would say that the practical side of the IT strategy is critical because there has to be 
some type of strategy that has been documented to provide direction. Yes IT is extremely 
important as long as it is not done in a vacuum. 
Is the risk of an application, system, or infrastructure important to be part of the discussion at 
the strategy level of decision making?  
- Yes, important to be at the strategic level. The reality is things are going to happen. 
Strategy needs to understand inherent and residual risks of a system. 
Do you think that currently it is part of that discussion? 
- It should be. IT may develop a certain strategies and need to mitigate risks because of 
the strategy. Example, company might want to start offering Software as a Service (SAS), 
but to do this they must enhance their cyber security for their network since there will 
be new risks with direct production server access.  
In your experience have you seen the same application, system, or infrastructure in companies 
in two separate industries and the risk assessment on them have been different because of the 
industry? Essentially can IT risk differ by industry? 
- Yes, very obvious is your Enterprise Resource Planning (ERP) software. The ERP’s are 
used in many industries. Same application or module within the same ERP system but in 
different industries have different risk profile. It would be easy enough to say it depends 
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on industry a. process is very important but in industry b. the same process is not that 
important so that would be a different risk profile. 
- Customer Relationship Management applications may be a company core sales force 
because they are selling to general consumers. Another company may use it for record 
management not really a sales driver so less important to the overall business. 
Jeff Mora  
Looking at the OSI model at what layer are your most prevalent risks? 
- Application Layer. 3rd party applications and web based applications present the most 
risk to our network. Example, Worm virus that locked several workstations.   
When looking at the cost of a new application or IT infrastructure equipment do you consider 
risk? 
- Yes we look at risks. Example, Infrastructure software upgrade to server 2012, risk 
assessment of applications and assess risk of company looking to implement it since 
they will be given network access.  
What about your companies IT environment do you find most costly? 
- Hardware and software on the server side, IT security and physical security, licensing, 
overall maintenance eats up most of the budget. 
Is it important to conduct reviews of certain IT systems or applications for operational 
effectiveness and/or payoff? 
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Reviews are very important if you have resource or man power. Companies need to do it on a 
consistent basis at the operational level/ tactical level. You don’t want to be outdated on 
services that you are fixing or repairing rather than going new upgraded technology. Example, 
Design software being used at RSI is an expensive software package, but it leads to increase 
productivity that outweighs costs so it is important part of the business. 
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IT Valuation: Strategy and Risk Based Approach Framework 
1. Strategic Alignment-System, Application, Infrastructure 
Title IT Strategy Meet Business Strategy 
Meet  
Progress in strategic 
alignment/ 
completion  
Projected Value of 
strategic initiative  
System, Application, or 
Infrastructure  
What IT BSC 
strategy is meet 
(Customer 
Orientation, 
Corporate 
Contribution, 
Operational 
Excellence, Future 
Orientation) 
What is the aligned 
business strategy 
being meet (in an 
Balanced 
Scorecard 
environment titles 
should closely 
match) 
What total 
percentage of 
strategic completion 
does this one 
application, 
infrastructure or 
system create 
(isolated IT/ Total IT 
needed to complete 
strategic initiative) 
Projected benefit of 
strategic 
initiative*discount rate 
   Final Valuation  (Progress in strategic 
alignment/ completion)*( 
Projected Value of strategic 
initiative* discount rate) 
 
2. Performance Metric -System, Application, Infrastructure 
Performance Metric  IT BSC Category  IT Benefits 
Customer Satisfaction % Customer Orientation  (% of customers satisfied after- % of 
customers satisfied before) * value of 
satisfied customer  
ROI Corporate Contribution  (Earnings- initial investment)/ initial 
investment) 
Rework Operational Excellence  Number of products that have to be 
reworked before IT investment- 
number of products that have to be 
reworked after 
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Performance of E-commerce in the 
business 
Future Orientation  Sales from E-commerce solution- 
costs directly related to E-commerce 
solution 
  Sum total of all applicable benefits for 
a system, application, or 
infrastructure 
 
 
 
Total Value of Benefits 
Summation of Benefits Strategic Alignment Value+ Performance Metric 
 
3. Risk 
Operational Risk Template- Hardware 
MCh- Median Cost of Hardware 
MCs- Median Cost of Software 
BPHd- Median Business process hours of completion when system is down 
BPHf- Median Business process hours to completion when system is functional  
 
Risk Area Probability of occurrence Cost of occurrence  Final Cost  
1. OSI: Layer 1 X – (X*(control 
effectiveness))  
(ex. .07-(.07*(.98)= .0014 
probability of occurrence) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
Probability of occurrence * Cost of 
occurrence 
2. OSI: Layer 2 (X – (X*(control 
effectiveness)) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
Probability of occurrence * Cost of 
occurrence 
3. OSI: Layer 3 (X – (X*(control 
effectiveness)) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
Probability of occurrence * Cost of 
occurrence 
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4. Mobile Devices (X – (X*(control 
effectiveness)) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
Probability of occurrence * Cost of 
occurrence 
5. Workstations (X – (X*(control 
effectiveness)) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
 
 
 
 
Probability of occurrence * Cost of 
occurrence 
6. Servers/ NAS Drives (X – (X*(control 
effectiveness)) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
Probability of occurrence * Cost of 
occurrence 
7. Miscellaneous 
Hardware   
(X – (X*(control 
effectiveness)) 
(MCh+MCs + (Average 
wage rate* average 
hours hardware is 
down))+ ((BPHd- 
BPHf)*average wage 
rate)*average hours 
hardware is down 
Probability of occurrence * Cost of 
occurrence 
  Final Hardware 
Operational Risk Cost 
∑(Final Cost of Risk Areas 1-7) 
 
Operational Risk- Software 
Risk Area Probability of occurrence Cost of occurrence Final Cost 
Application (X – (X*(control 
effectiveness)) 
(Average cost of 
repair/hr*Average 
number of hours down)+ 
((BPHd - BPHf )*average 
wage rate)* average 
number of hours down 
Probability of occurrence * Cost 
of occurrence 
Operating System  (X – (X*(control 
effectiveness)) 
(Average cost of 
repair/hr*Average 
number of hours down)+ 
((BPHd - BPHf )*average 
wage rate)* average 
number of hours down 
Probability of occurrence * Cost 
of occurrence 
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Database (X – (X*(control 
effectiveness)) 
(Average cost of 
repair/hr*Average 
number of hours down)+ 
((BPHd - BPHf )*average 
wage rate)* average 
number of hours down 
Probability of occurrence * Cost 
of occurrence 
Network, OSI: Layer 5 (X – (X*(control 
effectiveness)) 
(Average cost of 
repair/hr*Average 
number of hours down)+ 
((BPHd - BPHf )*average 
wage rate)* average 
number of hours down 
Probability of occurrence * Cost 
of occurrence 
  Final Software 
Operational Risk Cost 
∑(Final cost of risk in all 
software areas) 
 
‘ 
Total Operational Risk Cost  
Operational Risk Cost Total Hardware + Total Software Operational Risk Costs  
 
Malicious Risk 
System, Application, or Infrastructure 
Type of Attack Phase of 
Production Cycle 
Probability of 
occurrence  
Cost of Risk Final Cost 
Social Engineering Proof of Concept  (Probability of risk 
occurring: X± 
industry: Y)-
((X±Y)* Control 
effectiveness)  
(Total cost of 
breach of similar 
system/ average 
amount of data 
affected)* 
amount of data 
potentially 
affected 
Probability of occurrence* 
Cost of Risk 
SQL Injection Active Exploitation (Probability of risk 
occurring± 
industry: X)-(X* 
Control 
effectiveness) 
(Total cost of 
breach of similar 
system/ average 
amount of data 
affected)* 
amount of data 
potentially 
affected 
Probability of occurrence* 
Cost of Risk 
Malware Commoditization (Probability of risk 
occurring± 
industry: X)-(X* 
(Total cost of 
breach of similar 
system/ average 
amount of data 
Probability of occurrence* 
Cost of Risk 
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Control 
effectiveness) 
affected)* 
amount of data 
potentially 
affected 
 
 
 
 
 
 
Legal/ Regulatory Risk 
 
System, Application, Infrastructure 
Law/ Regulation  Probability of not being 
in compliance 
Cost of being out of 
compliance 
Final Cost  
Law/ Regulation for System, 
Application, or Infrastructure 
(Compliance as of last 
audit date)*(days out of 
compliance/ days in 
compliance)   
Legal or regulation 
Penalties for being out 
of compliance or 
average cost of other 
incidents. 
Probability of not being in 
compliance*( Cost of being out 
of compliance) 
  Legal/ Regulatory Cost Probability of not being in 
compliance*( Cost of being out 
of compliance) 
 
Aggregate Cost of Risk 
Total Cost of Risk ∑(Total Operational Risk Cost, Malicious Risk Cost, Legal/ 
Regulatory Risk)  
 
4. Dollar Value Cost of a System 
System, Application, Infrastructure 
Title Total Cost 
Cost of Hardware Total Cost of Hardware Used 
Cost of Software Total Cost of Software Used 
Cost of Implementation  Average Wage Rate* Hours of Implementation  
Total Dollar Value Cost ∑(Total cost of hardware used, total cost of software used, total cost of 
implementation) 
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Final Valuation 
Final Valuation  (1+2)- (3+4) 
 
Presentation Slides 
The following page contains the presentation slides for this paper.  
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